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ITAMSATKA

OB MTH®OPMAIIMOHHOH FE30OIIACHOCTMU JETEN
HEJIb3A
1. Bcem mozpsin coo0IiaTh CBOIO YaCTHYHO WHGOpMAaIMio (HACTOSIHEe WM,
dbamunuio, TenedoH, ajpec, HOMep IIKOJbI, a TakKe (hoTorpaduu CBOM, CBOeU
CeMbU U Ipy3en);
2. OTKpbIBaTh B/OXKEHHbIe (halibl 3/€KTPOHHOW TMOYThl, KOrZa He 3Haelllb
OTIIPaBUTEJIS;
3. I'pybuth, mpuaupaThbCs, OKa3biBaTh [aBjeHUe - BeCTU Ce0si HeBeXKJIMBO U
arpecCrBHO;
4. He pacriopspkaiicsi leHbraMU TBOeH cemMbH 0e3 pa3pellieHHs CTapIiX - BCerja
CripalivBau poAuTeneu;
5. He BcTpeuaiicsi ¢ VIHTepHET-3HAKOMBIMY B peaibHOW >KU3HU - TTIOCOBETYMCS CO
B3pPOC/IbIM, KOTOPOMY JI0Bepsiellb.
OCTOPOXHO
1. He Bce mumyT mipaBay. Uuraeliib o cebe HerpaBay B VIHTepHeTe - coobiy 06
3TOM CBOMM POJIUTE/ISIM WU OTIeKyHaM;
2. TlpurnamiaroT TMepernuchbiBaThCs, WUrpatb, O0OMEHMBAThCS - TPOBEPb, HET JIU
MO/IBOXa;
3. He3zakoHHOe KomupoBaHue (paiisioB B VIHTepHeTe - BOPOBCTBO;
4. Bcerpa paccka3sbiBaii B3poC/ibIM O MpobjieMax B C€TH - OHU BCer/ia TIOMOT'YT;
5. Vicnosnib3yit HaCTPOWKHM 06e3011aCHOCTU U TPUBATHOCTH, YTOOBI He TIOTePSITh CBOU
aKKayHTbI B COLICETSIX U APYTUX MopTasax.
MOXXHO
1. YBakaui Ipyrux nosib30BaTesieu;
2. [Tonb3yenibcst IHTepHET-MCTOYHUKOM - fleJlail CCbUIKY Ha Hero;
3. OTKpbIBali TOJILKO Te CChIIKU, B KOTOPBIX YBEPEH;
4. OO6maTbCsA 3a MOMOIIBI0 B3POCTBIM - POAWTEH, ONEKyHbl W aJMUHUCTPALIHS
CalTOB BCerjia MoMOryT;
5. Ipoiigu obyueHune Ha caiiTe "CeTeBMUOK' W TOAy4YM TMacropT LK(POBOro
rpakgaHvHal




[Tpunoxenuve N 2

NMHOOPMAILIMOHHASA ITAMATKA
AJ1s1 PASMEIIIEHUA
HA OPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaKZbIM TOZIOM MOJIO/IEXKU B UHTEPHeTe CTaHOBUTHCS OOJIbIIe, a IIKOJIbHUKW OJIHU M3 CaMbIX
aKTUMBHBIX TIO/ib30BaTenie PyHera. Mexxay TeM, T[OMHMO OrPOMHOTO  KOJMYeCTBa
BO3MO>KHOCTEH, UHTepHEeT HeceT W MmpobjemMbl. DTa TMaMsTKa [O/DKHa TTOMOYbL Tebe 0e30I1acHO
HaXOZUTbCS B CETH.

KomribroTepHbie BUPYChI

KomrbloTepHbiéi BUPYC - 3TO pa3HOBUAHOCTh KOMITBIOTEDHBIX TIPOrPaMM, OT/IAYUTE/LHOU
0C00eHHOCThIO KOTOPOU $IBJISIETCS CMOCOOHOCTh K Pa3MHOXKEHHWIO. B flomonHeHWe K 3TOMY,
BUPYCbl MOTYT TIOBPeAUTb WM TIOJHOCTbIO YHUUYTOXXUTH BCe (ailibl W JaHHBIe,
TIOJJKOHTPOJIbHBIE TI0/Ib30BaTe/I0, 0T UMeHU KOTOpOro Obljia 3amylijeHa 3apa)keHHasi TIpOrpaMMa,
a Take TOBPeJUTb WIK [a)ke YHUUTOXKWThH OTEepalMOHHYI CHUCTeMy cO Bcemu (haiiamu B
1jesioM. B GO/BIIMHCTBE C/lyuaeB pacpOCTPAHSIOTCSI BUPYCHI uepe3 WHTepHeT.

MeTo/ib1 3al[UThl OT BPeZOHOCHBIX IMPOTPAMM:

1. Viconb3yii cOBpeMeHHbIe OrepaloOHHble CUCTEMbI, UMEIOIle Cepbe3Hbld YPOBEHb 3all[UThbl
OT BpPe/IOHOCHBIX TTPOrPaMM;

2. [TlocrossHHO ycTaHaBnMMBaidi TmauTu (LudpoBble 3araTKd, KOTOPble aBTOMAaTUUYeCKU
yCTaHaBIMBAIOTCA C 1ie/bl0  OpabOTKM TIpOorpamMMbl) ¥ Jpyrue OOHOBJEHHSI CBOeH
orepariioHHOM crcteMbl. CKauMBai WX TOJIBKO C odHI[HabHOTO caiiTa pa3paborurika OC. Ecm
CYIIIeCTBYET PE)KUM aBTOMAaTHUECKOT0 OOHOBJIEHUS, BK/IIOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpe TIOZ, TpaBaMu TI0/Ib30BaTesisl, a He aJJMUHHCTpaToOpa. JTO He
TO3BOJTUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPAMM HMHCTA/UTUPOBAThCSI HA TBOEM TEPCOHATBLHOM
KOMIIbIOTEDE;

4. Wcronb3yil aHTUBUPYCHbIe TMpOrpaMMHble TIPOAYKTHI M3BECTHBIX TIPOM3BOAUTENEH, C
aBTOMaTU4YeCcKuM 0OHOB/IeHueM 0as;

5. Orpanuub (pu3NUeCKUi JOCTYM K KOMITbIOTePY /7151 TOCTOPOHHUX JILI;

6. Vcrionb3yil BHeIIHWe HOCUTeNW WH(OpMaldW, Takyde Kak uielllka, JUCK Wau (aiin u3
WHTepHeTa, TObKO 13 MPOBepeHHbIX UCTOYHUKOB;

7. He oTKpbIBali KOMIbIOTEPHBIE (aiisibl, TOSyUeHHbIe U3 HeHa/le)KHbIX WCTOUHUKOB. [laxe Te
(aiisibl, KOTOpBIE TIPUC/IAI TBOM 3HAKOMBIH. JIyullle yTOUHHU Y HEero, OTIPaB/Isil i OH Tebe MX.
Cetu WI-FI

Wi-Fi - 3T0 He BHJ| epefjaun JaHHBIX, He TeXHOJIOTHS, a BCero uiib OpeHs, Mapka. Emre B 1991
rofy HuUjJep/jaH/ACKass KOMIaHUsS 3aperucrpupoBasia Openp "WECA", uro o0603Havano
cioBocouetanue "WirelessFidelity", KoTopbIit mepeBoAKTCS Kak "'GeCrpoBOiHAas TOUHOCTD'.

o Haiero BpeMeHu fiolia gpyrasi abbpeBuartypa, KOTopast sSIBJISIETCSI TaKOW >Ke TeXHOJIOTHel.
OT0 abbOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObIJIO [JaHO C HAMEKOM Ha CTaHAApT BBICIIEH
3BYKOBOM TexHUKU Hi-Fi, 4To B repeBofie 03HauaeT "BbICOKasi TOUHOCTh".

Ia, OecrylaTHBIM MHTEPHET-AOCTYN B Kade, OTelssX W a’poropTax SBJ/SETCS OTIUYHON
BO3MOJKHOCTBIO BbIX0/la B MHTepHeT. Ho MHOTrHe 3KCTepThl CUMTAIOT, YTO 001je10CTyHbIe Wi-
Fi ceTu He SIBNSIOTCS Oe30T1aCHBIMH.

CogeTbl 110 6€301acHOCTH paboThI B 00111eJ0CTYHBIX ceTsax Wi-fi:

1. He mepezaBaii CBOIO JIMuHyr0 WHMOpMaLMio uepe3 obiemoctynHbie Wi-Fi cetn. Paborast B
HUX, JKeJlaTeJlbHO He BBOJWTh MapoJv JOCTYTa, JIOTUHbI U KaKrie-TO HOMepa;

2. Wcrnonmb3yii ¥ OOHOB/SIH aHTMBHUPYCHBbIE TpOrpaMMbl M OpaHaMmayep. TeM caMbIM Tbl
obe3ormacHiiib cedst OT 3aKauKy BUPYCa Ha TBOe YCTPOMCTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkmoun dyskiuio "OO6mumid gocTyn K ¢aiiiaMm ¥ npuHTepam".
[JanHasi ¢GyHKLMS 3aKpbITa M0 YMOJIYAaHHUIO, OJJHAKO HEKOTOphble MO/b30BaTe/ aKTUBUPYIOT ee
JU1s yo0CTBa MCTIOIb30BaHUs B paboTe Umu yuebe;

4. He ucnonw3yi nmyomudsii WI-FI g5 mepefiaun TMUHBIX JaHHBIX, HAIIPUMeEDP [Jis BBIXOZA B
colyanbHble CeTU WU B 3/IEKTPOHHYIO TOYUTY;



5. Vcronb3yi TONMBKO 3alifuiieHHoe coennHeHue uepe3 HTTPS, a ve HTTP, T.e. mpu Habope
BeO-azipeca BBoAM nMeHHO "https://";

6. B mobuneHOM TenedoHe oTkmroun ¢yHkuio "Tlogkmouenne K Wi-Fi aBTomartuuecku". He
JIOTTyCKal aBTOMaTHUeCKOT0 TOJK/TFOUeHHsT YCTPOKCTBa K ceTsiMm Wi-Fi 6e3 TBoero coracus.
Colya/nbHble CeTh

ConpanbHble CeTH aKTUBHO BXOZST B Hally >XM3Hb, MHOTHE JIFOAW pabOTAalOT W >KUBYT TaM
MOCTOSIHHO, a B Facebook yyke 3aperucTpypoBaH MWIIuap/ uesioBeK, UTO SIB/ISIETCS OJHOMU
ceIbMO BceX >KuUTesield TiaHeTbl. MHOTHe TMO/b30BaTe/d He TOHUMAKOT, YTO UH(OpMaivs,
pa3MellieHHasi MU B COLIMA/IbHBIX CeTSIX, MOXKeT ObITh Haili/leHa U MCII0/hb30BaHa KeM YroJHO, B
TOM UHMCJIe He 00si3aTeIbHO C OyIarMy HAaMepeHHUsIMU.

OcHOBHBIe COBeThI 110 6€30MacCHOCTH B COL[MA/TbHBIX CeTSIX:

1. OrpaHnyb CIMCOK Apy3ei. Y TeOs B [py3bsiX He I0/DKHO ObITh CydaliHBIX U HE3HAKOMBIX
JIIOZIel;

2. 3auMijail CBOIO YacTHYIO >KM3Hb. He ykasbiBail maposu, TesedoHbI, ajpeca, JaTy TBOEro
POXKZAEHUs U [PYTYH0 JUUHYH WH(QOpPMAalLUio. 370yMbIIIEHHUKHA MOTYT MCIO/b30BaTh Jaxke
rH(bOpPMALIMIO 0 TOM, KaK Thl ¥ TBOU POJUTE/IN TIJIaHUPYeTe TIPOBeCTH KaHUKY/IbI;

3. 3auuinaii CBOIO peryTalLyio - Jep)KU ee B UMCTOTe U 3a/laBaii cebe BOIIPOC: XOTes ObI ThI,
yToOBbI APYrHe TIO/b30BaTeMd BHUENU, UTO ThI 3arpykaelib? I[Tomymaii, Tipexae ueM 4YTO-TO
ory0/IMKOBaTh, HAaMMCaTh U 3arpy3uTh;

4. Ecnu Thl TOBOPUILBL C JIFOABMH, KOTOPBIX He 3Haelllb, He MCI0JIb3yU CBOe peasibHOe UMSI U
JPYTYIO IMUHYI WH(GOPMALUU: UMsI, MECTO >KUTe/IbCTBA, MeCTO yueObl U rpoyee;

5. W36eraii pasmerenus dotorpaduii B VHTepHeTe, rie Thl W300pakeH Ha MECTHOCTH, TIO
KOTOPOW MOXXHO OTIpe/ie/TUTh TBOE MECTOII0/I0KEHHE;

6. Ilpu perucTpalii B COLMAJIbHOM CEeTH HEOOXOJUMO WCII0/b30BaTh CJIOXKHBIE TIApOJIH,
cocTosiiue U3 OykB U LU(dp U C KOJMUECTBOM 3HAKOB He MeHee 8;

7. [11s1 coranbHOM CeTH, MOUThI M IPDYTMX CalTOB HEOOXOJMMO MCIOh30BaTh pa3HbIe MapoJIH.
Torpa ecu Tebsi B3/IOMAlOT, TO 3/I0YMBIIIEHHUKU TIOyYaT JOCTYI TOIBKO K OZHOMY MeCTY, a
He BO BCe Cpasy.

OJIeKTPOHHbIE IeHbI'1

ONeKTPOHHBIE [I€HbTM - 3TO OU€Hb Y/AO0OHBIM CrHoco0 TMiaTeXxel, OJHAKO CYIIIeCTBYIOT
MOILIEHHUKH, KOTOPbIe XOTST MOIYYUTh 3TH JEeHbIH.

ONEeKTPOHHbIE [IeHbrM MOSBW/IUCh COBCEM HEJNABHO M HMEHHO WM3-3a 3TOr0 BO MHOTMX
rocy/lapcTBax [i0 CUX I10p He MPOMMCAHO PO HUX B 3aKOHaX.

B Poccuu e oHU (DYHKIMOHUPYIOT M O HUX Yy)Ke TIPOIMMCAHO B 3aKOHe, T/ie UX pa3fiesisiioT Ha
HECKOJIbKO BH/IOB - aHOHHMMHbIE U He aHOHUMHbIe. PasHuIja B TOM, UTO aHOHUMHbIE - 3TO Te, B
KOTODBIX pa3pellaeTcsi TPOBOAUTHL Orepaluu 0e3 uAeHTHU(PUKALUK T[10/Ib30BaTeIsl, a B
HEaHOHUMHBIX U/leHTU(UKALIMS TI0/Tb30BaTeIsl SIB/sieTCsl 00s13aTe/TbHOM.

Takxke cieflyeT pa3MyuaTth 37€KTPOHHbIe (UaTHbIE AeHbrU (PaBHBI TOCY/IapCTBEHHBIM BaJllOTaM)
Y 3JIeKTPOHHbIe He(praTHbIe JeHbIY (He paBHbI FOCYAAPCTBEHHBIM BaJIFOTaM).

OcCHOBHBIE COBETHI TI0 Oe30TacHOM paboTe ¢ 3/IeKTPOHHBIMU JIeHbI AMU:

1. TlpuBsDKM K cueTy MOOWIBbHBIA TenedoH. ITO cCaMbli yAOOHBIH U OBICTPBIN CIIOCOO
BOCCTAHOBUTh [JIOCTYIl K cuery. IIpuBsi3aHHBIA TenedoH TOMOXKeT, ecyid 3abyzelib CBOU
TIaTeXXHbIN MapoJib WK 3ali/ielllh Ha CaT C He3HAKOMOT'0 YCTPOMCTBa;

2. Ucrnonp3y#i ofgHOpa3oBble naposd. [Tocie mepexoja Ha yCH/IEHHYHO aBTOpPH3aLMIO Tebe yke
He OyJieT yrpoykaTb OMacHOCTh KpPakV WU TiepexBara TlaTe)KHOTO TIapoJis;

3. Bribepu ClOXHBIM Tlaposib. [IpecTyrHuKam OyzeT He TMPOCTO yrajaTh C/IOKHBIA MapoJb.
HapexxHble maposu - 3TO Mapo/u, KOTOpble COZiep>KaT He MeHee 8 3HAKOB W BKJ/IOUAIOT B ceOst
CTPOUHBIE W TPOIMHUCHBIE OYKBBI, I[UPPbI U HECKOJHKO CUMBOJIOB, TaKMe KaK 3HAaK JoJiiapa,
dyHTa, BOCKNULaTe/IbHbIN 3HaK U T.I. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMUHbIE JAHHBIE HA CaliTaX, KOTOPbIM He /I0Bepsielllb.

JJIeKTPOHHas 1o4Ta

ONeKTPOHHAsi MoYTa - 3TO TEXHOJIOTHSI W TpefoCTaB/sieMble €l YCAYTd 10 TepechbliKe U
TIOJTyYeHUIO0 3JIeKTPOHHBIX COOOIIeHN!, KOTOpble DacIpefiesisitoTCs B KOMITbIOTEPHOW CeTH.
OO6bIUHO 3/IeKTPOHHBIN MOUTOBBIA  SIIUK  BBITJISIAUT Ce1yOLLIM obpa3zom:



WMSI_TI0/Tb30BaTesi@uMsl_fioMeHa. Takke KpoMme Tiepefjaud TIPOCTOTO TeKCTa, WMeeTcst
BO3MO)KHOCTb I1epe/jaBaTh (paiiibl.

OcHOBHBIE COBeTHI 110 6e301acHoM paboTe C 37IeKTPOHHOM TTOUTOM:

1. Hamo BbiOpaTh MpaBUIbHBIA TIOUTOBBIM CepBUC. B WHTepHETe eCTb OTPOMHBINA BBIOOD
OecriIaTHBIX TTOUTOBBIX CEPBUCOB, OJHAKO JIyullle JOBePSATh TeM, KOro 3Haelllb Y KTO TepBbIi B
peuTyrHre;

2. He ykaspBali B /JMUHOM TM0oYTe JMUYHyr0 HHbOpMaluo. Harmpumep, nyuiile BbIOpaTh
"My3bIKaabHbIN_(aHaT@" wim "pok2013" BMecTo "Temal3";

3. Vcrnonb3y¥ ABYX3TalHy aBTOPU3al[Mi0. DTO KOTJa MOMUMO TapoJis HY>XKHO BBOAWTBH KO/,
NIpUCbUIaeMbIi o SMS;

4. Beibepy C/I0>KHBINA TIapoJib. [1is KaX/0ro MOUTOBOTO SII[UKa J0/DKeH ObITh CBOM HaZle)KHbIH,
YCTOMYMBBIN K B3/IOMY I1apOJib;

5. Eumi ecTh BO3MOXHOCTb HalMcaTb CaMOMYy CBOW JIMUHBIA BOMPOC, MCMOJAB3YH 3Ty
BO3MOYXKHOCTb;

6. Mcronb3yii HECKOIBKO TIOUTOBBIX SILIUKOB. [1epBbIi [71s1 YaCTHOU TepernucKu C aJpecaTaMu,
KOTODBIM Thl [JOBepsielillb. TO 3/IeKTPOHHBIN aJjpec He Haflo MCIO/b30BaTh MPU PerucTpaLuu Ha
dbopyMax u caiTax;

7. He oTkpbiBaii Qaiisibl U Jpyrve B/IOXKEeHUs] B MUCbMax, [ake eCAU OHU MPUIIA OT TBOMX
Jpy3eil. Jlydille yTOUHH y HUX, OTTIPABJISIIA JTK OHU Tebe 3TH (aiisibl;

8. ITocne okoHYaHWsT PabOTHI Ha TIOUTOBOM CEpBHICE Tepesi 3aKPhITHEM BK/IaJKH C CAWTOM He
3a0y1b HaXKaTh Ha "BeiiTH".

KubepOy/TuHT WM BUPTYalibHOE HU3/1eBaTe/TbCTBO

KubepOynmuHr - mpecsieoBaHre COOOIIEHUsIMU, COJEPKall[UMH  OCKOPOJIeHHs], arpeccuro,
3amnyryUBaHKe; XYJIWTaHCTBO; COLMabHOe OOWKOTHMPOBAHWE C TMOMOILBIO Pa3/IMUHbIX WHTEPHET-
CepBHCOB.

OcHOBHBIe COBETHI 110 60ps0Oe ¢ K1bepOyIITUHTOM:

1. He 6pocatics B 60#. JIyummii crioco0: TTOCOBETOBAThCS KaK ce0si BeCTH U, eC/IH HeT TOro, K
KOMy MOXHO O0paTUTBhCsS, TO BHayajge VCIIOKOWThCA. EcC/M Thl HauHellb OTBeuaTb
0CKOpOJIEHUSIMU Ha OCKOPOJIeHHsI, TO TOJILKO ellle 00JIbIIle Pa30iKellb KOHM/IHKT;

2. YmipaBsiii cBoell KubepperyTarye;

3. AHOHUMHOCTb B ceTH MHHUMasi. CyIL[eCTBYIOT CII0COObI BBISICHUTh, KTO CTOUT 3a @aHOHUMHBIM
aKKayHTOM;

4. He crouTt BecTH XyJIWraHCKW oOpa3 BUPTYalbHOM >XU3HU. VIHTepHeT (PUKCUpYyeT BCe TBOM
JeCTBUSL M COXPaHseT UX. YIanuTh UX Oy/leT KpaiiHe 3aTpyAHUTE/BHO;

5. Cobutrojait CBOIO BUPTYaAIbHYHO UeCTb CMOJIOJY;

6. VrHopupy¥ enuHWuHbIA HeratuB. OHOpa30Bble OCKOPOUTE/NbHBIE COOOIIEHUST JTydllle
WUTrHOpUPOBaTh. OOLIUHO arpeccus rpeKpallaeTcs Ha HauaJibHOW CTa[uH;

7. BaH arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOITIEHHSIMU, B COIMA/IBHBIX CETSIX
€CTb BO3MOXHOCTb OJIOKUPOBKH OTITPAaBKU COOOIIeHUH C oTpeZie/ieHHbIX a/ipecoB;

8. Ecm 11 cBugeTess KubepOysuimHra. TBOM [1€MCTBUS: BBICTYIUTH TIPOTUB TIpec/ie/[oBaTeis,
MoKa3aTb €My, UTO ero [eWCTBUs OLIeHWBAIOTCS HeraTWBHO, TMOAJEepKaTb KepTBY, KOTOPOM
HY)KHa TICHXOJIOTHYecKasi TIOMOIIb, COOOIIUTE B3POC/IbIM O (haKTe arpecCUBHOTO TOBeJEHUS B
CeTu.

MobunbHbIH TenehoH

CoBpemeHHble cMapT(HOHBI U TIAHIIETHI CcoAepKaT B cebe BIOHe B3pOC/bIM (DYHKIMOHA, U
Terlepb OHM MOTYT KOHKYpHMPOBaTb CO CTaLMOHAapHbIMU KoMmmbioTepamu. OjHaKo, CpejCTB
3aIIUTHI /7151 TIOJ00OHBIX YCTPOUMCTB TOKa OueHb Majio. TecTUpOBaHWe W TIOMCK ySI3BUMOCTEN B
HUX TPOMCXOAUT He TaK MHTeHCHBHO, Kak s [IK, To >xe camoe KacaeTcs M MOOWIBHBIX
TIPUJIOKEHUH.

CoBpeMeHHbIe MOOW/IbHBIE Opay3ephl yyKe IMPAKTUUeCKH JOTHA/IN HACTOJIbHBIE aHA/IOTH, OJHAKO
pacivpeHue (yHKIMOHAsIa B/iedeT 3a C000i 00JIBIIYI0 C/IOXKHOCTh ¥ MEHBLIYIO 3alUILeHHOCTb.
Ianeko He BCe TIPOM3BOAMTENN BBIMTYCKAIOT OOHOB/IEHUs], 3aKPHIBAIOL[e KPUTUUYECKHe
YSI3BUMOCTH [/l CBOUX YCTPOMCTB.

OcHOBHBIe COBeTHI 1151 6e30MmacHOCTH MOOUIBbHOTO TenedoHa:



Huuero He siBnsieTcsi mo-HacrosieMmy OecruiaTHbIM. Byab ocTopo)keH, Befb Korza Tebe
TIpe/iyiararoT OecriaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKKMe-TO TIaTHbIe YC/TYTH;
Hywmaii, ripexkzie uem oTIpaBuTh SMS, ¢oTto wmm Buzeo. Thl TOUHO 3Haelllb, TJe OHU OYAYT B
KOHEYHOM uTOore?

Heo6xoi1Mo 06HOB/ISITE OTIepaljMOHHYI0 CUCTeMY TBOero cMapT¢OHa;

Vicnonb3yii aHTUBUPYCHBIE POTPaMMBbI /1711 MOOU/TBHBIX Tesle()OHOB;

He 3arpykali mnpuio)keHWss OT HeW3BeCTHOIO MCTOUHWKA, BeJb OHM MOTYT COZlepP’KaTh
BPeZIOHOCHOE TTPOrpaMMHOe obecrieyeHue;

[Tocne Toro Kak Thl BbIMIelllb C caliTa, TJje BBOAW/I JUUHYIO MH(GOPMALUIO, 3ali/ii B HACTPOUKU
Opay3epa u yganu cookies;

[eprouuecKy TIpOBepsii, Kakue TIaTHbIe YCIYTU aKTUBUPOBAHbBI Ha TBOEM HOMepE;

IaBaii cBoli HOMep MOOWIBLHOTO Tejed)OHA TOJBKO JHOASM, KOTOPBIX Thl 3Haellb W KOMY
Jl0Bepsielllb;

Bluetooth fgo/mkeH OBITH BBIK/IIOUEH, KOTJa Thl UM He TOJb3yelibcs. He 3a0biBaii MHOTIA
TIPOBEPSTH 3TO.

Online urpel

CoBpeMeHHbIe OHJIAMH-UTPBI - 3TO KPACOUHbIE, 3aXBaThIBAOLI[He pa3BjieueHUs], 00beJUHSIOLHe
COTHHM THICSY UeJIOBEK 10 BCeMy MHPY. VITPOKHM UCC/IeAYIOT JAaHHBIM UM MHp, O0IIal0TCs YT C
JPYTOM, BBITIONHSIOT 3a/]aHUs], CPA)KArOTCSI C MOHCTPAMU U TIOJIyUYarOT OIBIT. 3a y/I0BOJIbCTBHE
OHU TUIATST: TIOKYTIAIOT TUCK, OTUIaUMBalOT aODOHEMEHT WJTU IPHUOOPEeTal0T KaKue-TO OIMI[UH.

Bce 3T cpeacTBa MAYT Ha Tojfep>KaHUe W pa3BUTHE UIPhI, a TakKKe Ha caMy 0e30macHOCTE:
COBEepIIIeHCTBYIOTCSI CUCTeMbl aBTOPU3al[iK, BBIMYCKAIOTCsS HOBble maTuu (IjU¢poBbie 3ariaTKu
JUIsI TIPOTPaMM), 3aKPBbIBAlOTCSI YSI3BUMOCTH CePBEPOB.

B mopo0OHbIX Urpax CTOMT OTacaThCs He CTOJILKO CBOMX COTIEPHMKOB, CKOJBKO KPaKM TBOETO
rapoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPU3aliy OO/BIIMHCTBA UTD.

OCHOBHBIE COBEThI TI0 6€30TMTaCHOCTH TBOET0 UTPOBOTO aKKAayHTa:

1. Ecmu pyro# Urpok BefieT cebsl IJIOXO WK Co3/laeT Tebe HeNpUSITHOCTH, 3ab/I0OKUpPYH ero B
CTIMCKe UTPOKOB;

2. Tlokanyics agMUHHUCTPATOpaM WIPbI Ha TIIOXOe TIOBe/leHHe 3TOr0 WrpOKa, >KesaTelbHO
TIPUIOXKUTh KaKUe-TO /J0Ka3aTebCTBA B BU/le CKPUHOB;

3. He yka3biBaii iuuHyt0 HH(MOpMal[1Io B npodatisie Urphl;

4. YBakall [pyrux y4aCTHUKOB I10 UTpe;

5. He ycranaBnuBali Heodu1iManbHble MaTud U MOJbI;

6. Vcrosib3y# C/I0’KHBIE U pa3Hble N1apoJiy;

7. [ake BO BpeMsi UTPbI He CTOMT OTK/IFOYaTh aHTUBUPYC. [10Ka ThI UTpaelllb, TBOW KOMITBIOTED
MOTYT 3apa3uTh.

@OUIIMHT WK KpaXka JTMUHBIX JJAHHBIX

OObIUHOM Kpakel [ieHer W JOKYMEHTOB CErofiHs y)Ke HMKOrO He Y/IMBHIIb, HO C pa3BUTHEM
WHTEePHeT-TeXHOJIOTUM  3/I0YMBIIJIEHHUKA T1ePeMeCTWIUCh B WHTEPHeT, U TPOZO/IKAoT
3aHUMATbCS "'TFIOOUMBIM"' f1e7I0M.

Tak TmosiBUIach HOBast yrpo3a: UHTePHEeT-MOILIeHHUYeCTBa WK (PUILIVHT, T7IaBHast Lje/lb KOTOPOTo
COCTOUT B TIOJyueHUM KOH(UAEHLIMaIbHBIX JAAHHBIX MOJIb30BaTesieil - JIOTUHOB U Tlaposeil. Ha
aHTJIMMCKOM s13bIKe phishing unTtaeTtcss Kak ¢uimmar (ot fishing - peibHas yoBns, password -
TapoJib).

OcHoBHbIe COBeTHI 110 60pbbe ¢ PUIHIHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciu ThI 1of103peBaeliib, UYTO TBOSI aHKeTa Oblia B3/I0MaHa, TO
HeoOxouMo 3a0/IOKMPOBATh ee U COOOIUTh aZIMMHUCTPATOpaM pecypca 00 3TOM KakK MOKHO
CKopee;

2. Wcnonb3yii Ge3omacHble BeO-caiiThl, B TOM UHWC/e, WHTEPHET-MarasuHOB U TIOMCKOBBIX
CUCTEM;

3. Wcronb3y#l c/io)KHbIe UM pa3Hble Tlaposu. TakuMm oOpa3om, ecyiid Tebsl B3/IOMAaroT, TO
3/I0YMBILLIJIEHHUKU TIOyYaT JOCTYT TOMbKO K OJHOMY TBOeMY MPOQUIII0 B CETH, a He KO BCeM;

4. Ecniu Tebsi B3/OManu, TO HeOOXOAWUMO TMpeAyTpeiTh BCeX CBOMX 3HAKOMBIX, KOTODbIe
nobapsieHbl y TeOs B IPY3bsIX, O TOM, UTO TeOst B3/I0OMa/id U, BO3MOXXHO, OT TBOEro UMeHH OyzeT
pacChIIaThCs CTIaM M CChUIKU Ha (PUILIMHTOBbIE CalThI;



5. YcraHoBU HaziexkHbIN 11aposb (PIN) Ha MoOUIbHBIN TestedoH;

6. OTK/IIOUM COXpaHeHHe Taposist B Opay3epe;

7. He oTkpbiBail (haibl M [pyrue BJIOXKEHUs B MUCbMax, [ake eC/id OHU TPUILIM OT TBOUX
apy3eid. Jlydille yTOUHM y HUX, OTIIPABJIS/IA JIM OHU Tebe 3T (aiisibl.

Ludposas penyTarys

LludpoBasi pemyrauusi - 3TO HeraTMBHas WM TIO3UTHBHAs WHQOpManus B ceTu O Tebe.
KomnpomeTupytoiiasi uHbopmalysi, pa3MellleHHasi B UHTepHeTe, MOKET Cepbe3HbIM 00pa3om
OTpa3UThCsl HA TBOeW peasibHOM >U3HU. "LludpoBas pemyranus’ - 3TO TBOW MUMU/K, KOTOPBIM
dopmupyeTcst U3 uHGOpPMAI[HH 0 Tebe B UHTEpHETE.

TBoe MecTo >KWUTeNnbCTBa, yueObl, TBoe (PMHAHCOBOE TIONO)KeHWe, 0COOEHHOCTH XapakTepa M
pacckasbl 0 O/IM3KUX - BCe 3TO HAKaIJIMBAeTCsl B CeTH.

MHorue TOJPOCTKH JIETKOMBICJIEHHO OTHOCSTCS K TyO/JMKAaLWU JIMUYHOM WHGpOpPMaLu B
WHTepHeTe, He MOHMMAasi BO3MOJKHBIX TOC/IeACTBUN. Thl Jja)ke He CMOJKelllb 10rajaTbCsl O TOM,
yro (oTorpadus, pasmeljeHHast 5 JIeT Ha3a/|, CTaja MPUYMHON OTKa3a MpUHATH TeOst Ha paborTy.
KommeHTapuu, pa3mellieHre TBoUX (otorpaduii U Apyruve AeMCTBUS MOTYT He UCUe3HYTh Jaxe
T10C/Ie TOTO, KaK Thl UX yZAa/ullb. Thl He 3Haellb, KTO COXpaHWI 3Ty WH(GOpMaLMIO, Tomana v
OHa B TIOMCKOBBIE CHUCTEMbI M COXPAaHW/IACh /I OHAa, a TIJIaBHOe: YTO TIOAyMarT O Tebe
OKpY’Katollle J0/id, KOTOpble HaWAYT M yBUJAT 3T0. HallTh MH(pOpMaLMI0 MHOTO JIeT CITyCTs
cMoyKeT /000M - Kak M3 A0OpbIX MOOYKAeHHH, TaK U C HaMepeHHeM MPUUYMHUTL Bpefl. DTO
MOJKET OBITh KTO YTOZHO.

OcCHOBHbIe COBEeTHI T10 3a1uTe [UGPOBOM pernyTaljuu:

1. TTogymaii, ipexxie ueM uTO-TO MyOMKOBATh U TiepefaBath y cebsi B 6yiore WM B COLMATBHOM
ceTy;

2. B Hactpoiikax mpoguisi yCTaHOBU OrpaHWMUeHUs Ha IPOCMOTP TBOEro MNpoduis U ero
CO/lep>KMMOT0, C/lesiali ero To/IbKO "AJist Apy3ei”;

3. He pa3memjaii 1 He yka3biBaii MH(OPMAIHIO, KOTOpasi MOXET KOTo-M00 OCKOpO/ISATh WU
00MKaTh.

ABTOpCKOE I1paBo

CoBpeMeHHbIe IIKOJbHUKM - aKTHBHBbIE I10/Ib30BaTeNyd LM(PPOBOro mnpocTtpaHcTBa. OpHaKo
[la/ieKo He BCe 3HAOT, UTO T0/Ihb30BaHWe MHOTHMH BO3MOXXHOCTSIMHM LIM(POBOTO Mupa Tpedyet
cobsiroieHust TIpaB Ha UHTeJIIEKTya/lbHYI0 COOCTBEHHOCTb.

TepmuH '"WHTe/NNeKTyasbHasi COOCTBEHHOCTh' OTHOCHUTCS K  Pa3IMYHbIM  TBOPEHUSIM
ye/IoBeYeCKOro yMa, HaurHasi C HOBBIX M300peTeHHi M 3HaKOB, 0003HAUaOIUX COOCTBEHHOCTD
Ha TIPOJAYKTbl WM YCAyTd, W 3aKaHuMBas KHUramu, GoTtorpadusmMu, KAHOPWIBMaMU U
MYy3bIKa/JbHbIMU [POU3BeJeHUSIMU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha WHTE/UIEKTya/lbHYI0 COOCTBEHHOCTb Ha TMPOM3Be/IeHUs HayKH,
JIUTepaTypbl M WCKYCCTBAa. ABTODCKHME IpaBa BBICTYMAlOT B KayecTBe rapaHTUM TOr0, 4TO
VHTeJ/IeKTya/IbHbIN/TBOPUECKU TPYZ, aBTopa He OyJeT HampacHbIM, [JacT eMy CIpaBej/IiBbIe
BO3MOYKHOCTH 3apaboTaTh Ha pe3y/bTaTaxX CBOETO TPYZQ, MOTYYUTh U3BECTHOCTb M TPU3HAHKE.
HukTo 6Ge3 pa3peleHust aBTopa He MOKeT BOCIIPOM3BO/IUTh €T0 MMPOU3Be/ieHN e, paclipOCTPAHSITh,
nyO/IMYHO [1eMOHCTPUPOBaTh, ITIPO/laBaTh, WMIIOPTUPOBATh, IyCKaTb B TIPOKAT, IyOJIMYHO
VICTIOJTHSAT, T0Ka3bIBaTh/UCIIOIHAT B 3(Upe UM pa3MmelaTs B VIHTepHeTe.

Vcronb30BaHre "MMpaTCKOro" TIMPOrpaMMHOTO 0bOecrieueHUs MOJKET TIPUBECTH K MHOTUM
pUCKaM: OT TIOTepU [aHHBIX K TBOMM akKKayHTaM J0 OJIOKMPOBKM TBOETO YCTPOMCTBA, I7ie
yCTaHOBJIeHa HejlerajibHasi iporpaMMa. He cTOUT Takke 3a0bIBaTh, UTO CYIIECTBYIOT JieTajibHble
u OecriiaTHbIe IPOTPaMMBbl, KOTOPbIe MO>KHO HAWTH B CETH.

O noprane

CeTeBUUYOK.pd - TBOU IJIaBHBIM COBETUHMK B CETH. 3/1eCb Thl MOJKEIllb Y3HAaThb O 0e30MacHOCTH B
CeTU TOHSTHBIM M [JOCTYIHbIM $I3bIKOM, a TIpU BO3HUKHOBEHUM KDUTUYECKOW CHUTyaluu
00paTUTBCS 3a COBETOM. A TakKe MPHUHSATH y4acTHe B KOHKypCaX M CTaThb CaMbIM LU(POBBIM
rpakJaHuHOM!



IIpunoxxenue N 3
IMAMSATKA JIJI1 POOAUTEJIEN
OB NTH®OPMAIIMOHHOM BE3OITACHOCTMU JIETEN

Onpezenenve TepMuHa "MH(pOpMaloHHas 6e30macHOCTh Aetelt" comepxurcs B PenepaabHOM
3akoHe N 436-®3 "O 3aiute geTedt oT WHbOPMAaILMK, TIPUUUHSIOIIEN BpeJ WX 3/10POBbIO U
pa3BUTHIO", DPEryJUpPYIOLIUM OTHOIIEHUs], CBsi3aHHble C 3allluTOW JAeTeli OT HH(MOPMaLUH,
MpUYUHSIONeH Bpel UX 370pOBbI0 W (Wau) pa3Buturo. CornacHO [JaHHOMY 3aKOHY
"uHpopMalMoHHasi 0e30MacHOCTb JieTel" - 3TO COCTOSIHUE 3all[UIeHHOCTH, TPU KOTOPOM
OTCYTCTBYeT PHWCK, CBSI3aHHbI C TpUUMHeHHeM HHdoOpMalell Bpeja WX 3/10POBbI0 U (WJ/IK)
bu3nUecKoMy, TICUXUYECKOMY, AYXOBHOMY, HDABCTBEHHOMY pa3BUTHIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 uHdbopmalyeli, NpuuuHsIOLIEd BpeJ, 3[0POBbI0 U
(w1n) pa3BUTHUIO JIeTel, SIB/ISIETCS:

1. undopmarus, 3aripellieHHasi il paclipoCTpaHeHusl CpeJiu JleTel;

2. wuHdopMalMs, PpacnpocTpaHeHHWe KOTOpPOM OrpaHUueHO Cpeid JeTeill orpejieneHHbIX
BO3paCTHBIX KaTeropuii.

3. K undopmariyu, 3amnpelijeHHOM Jjis paclipoCTpaHeHUsl Cpefiv ieTeil, OTHOCUTCS:

4. nadopmaliys, modyKaaroIas JeTel K COBEpPILIeHHI0 AeMCTBUM, TIPeCTAB/ISIONIUX YIPO3y UX
YKU3HU U (WTM) 3[]0POBbIO, B T.U. IPUUMHEHUIO BPeJja CBOEMY 37I0POBbIO, CAMOYOUICTRBY;

5. CrocobGHOCTb BbI3BaTh Yy JieTell >KelaHWe YIOTpeOWTh HAPKOTUYEeCKWe CpeJCTBa,
TICUXOTPOITHBIe W (WIM) OJypMaHUBAIOIMe BeIeCTBa, TabauHble W3/e/usi, aJKOTO/JIbHYIO U
COMPTOCOeprKalllyto MPOAYKLMIO, MUBO U HalIMTKK, M3r0TaB/IMBaeMble Ha €ro OCHOBE; MPUHSTH
yuyacThe B a3apTHbIX WrpaxX, 3aHUMAaTbCsA TPOCTUTYIMeH, OpOoAsHKHUYECTBOM WU
TOMNPOIIatHUYeCTBOM;

6. 000CHOBBIBaOIIIAsT WK OTPaB/bIBAIOIIAsl JOITyCTUMOCTh HACUIUSA U (U/K) >KeCTOKOCTU 00
noOy)Kzaroljasi OCYIIeCTB/IATh HACUIbCTBEHHBbIE JIeHCTBUS 10 OTHOLIEHWIO K JIIOASM U
JKUBOTHBIM,;

7. oTpularollasi ceMelHble 1IeHHOCTH W (GopMHpylolljas HeyBaKeHHWe K pOAUTeNsIM U (WIN)
JIPYTUM ujieHaM CeMbH;

8. onpaB/piBarolLlasl IPOTUBOMNPABHOE OBEJEHUE;

9. cozepKaliasi HelleH3yPHYO OpaHb;

10. copeprkaiijasi MH(OpMalMI0 opHOrpaduecKoro xapakrepa.

K nHdopmatyy, pacrpoctpaHeHre KOTOPOi OrpaHUUYeHO Cpefiv [ieTell Orpe/ie/ieHHOTO BO3pacTa,
OTHOCUTCSL:

1. uHbopmarus, TpeAcTaBiseMas B BUAe UW300paKeHWS] WM OMNKMCAHUS >KeCTOKOCTH,
¢dusnueckoro v (WIM) TICUXUUECKOT0 HAaCH/IUS, TIPECTYTIEHUS] WM UHOTO aHTHOOIeCTBeHHOTO
JIeCTBUS;

2. BbI3BIBAIOLIAs Y JeTell CTpax, y»Kac Wiv MaHWKY, B T.U. TIpe/iCTaB/sieMasi B BUjle U300pakeHUs
WM OMKCaHUs B YHIDKAIOLLEW uesoBeueckoe JOCTOMHCTBO (JOpMe HeHaCUIbCTBEHHOW CMepTH,
3a00/ieBaHusl, CaMOYyOMIICTBAa, HECUYACTHOTO C/ydYasl, aBapyud WM KaTacTpodbl U (W) HX
MOC/1e/ICTBUM;

3. mpeAcTaBisieMas B BHUZe W300pa)keHUs] WIM OMUCAHWS TIOJOBBIX OTHOLIEHUN MeXIy
MY>KUMHOU Y JKEeHIL[UHOW;

4. copepkalijasi OpaHHBIe CJIOBa U BbIPA)KeHUsI, He OTHOCSIIMECs K HelleH3ypHOW OpaHu.

C yuerom 3TOoro Bam rmpepmaratoTcs mipaBuia paboThl B ceTu VIHTEpPHET [y pa3IUuHBbIX
BO3DaCTHBIX KaTeropui, coO/o/ileHre KOTOPBIX TI03BOJIUT 00ecreunTb WHGOPMALMOHHYIO
6€e301acHOCTD BalllUX JI€TeH.

OO61me nipaBUa Ajisi poAuTesiei

1. He3aBucuMo ot Bo3pacta pebeHKa HCIO/B3yHTe MporpaMMHoe obecriedeHue, MOMOTAroIee
(bubTpOBaTh U KOHTPOJMPOBAaTh UH(OPMALIMIO, HO He ToJiaraiiTech MOJIHOCTHIO Ha Hero. Barie
BHUMaHUeE K PeOeHKY - IJIaBHbIA METO/, 3allUThI.

2. Ecrm Bamr pebGeHOK HMeeT akKKayHT Ha OJHOM M3 CoOIl[danbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMaTe/JbHO W3yuUTe, KaKyt0 WH(GOPMALKIO TIOMEIIIal0T ero
YUaCTHUKHU B CBOMX Npou/siX 1 6iorax, BKouast poTtorpaduu 1 BUEO.



3. TlpoBephTe, ¢ KaKUMM APYTUMH CalTaMU CBsi3aH COL[MA/bHBIA cepBUC Baiero pebeHka.
Crpannuku Bariero pebeHka mMoryT ObITb 0e30MacHBIMU, HO MOTYT U CO/IepKaTh CCHIJIKH Ha
He)keslaTe/lbHble M OIacHble CauThl (HaripyuMep, TOPHOCAWT, WM CaMT, Ha KOTOPOM JApYyT
yTIOMUHaeT HOMep COTOBOTO TesiedpoHa Bariero peberka v Baiir joMariHmii azipec)

4. Tloompsiiite Bammx geredi coobijaTh 000 BCeM CTPAaHHOM WM OTTaJKUBAIOIEM U He
CJIMIIKOM OCTPO pearvpyiiTe, KOrZid OHU 3TO JenaloT (M3-3a OMaceHusi MoTepsiThb JOCTYN K
VHTepHeTy [ieTd He TOBOPST POAUTENSIM O MpobsieMax, a TakKe MOTYT HauaTh HCIIOb30BaTh
WHTepHeT BHe ioMa U IIKOJIbI).

5. ByzbTe B Kypce ceTeBoi »Ku3HU Baitiero pebeHka. MIHTepecyiiTech, KTO UX Apy3bs B VIHTepHeT
TaK >Ke, Kak MHTepecyeTeCh peabHbIMU /IPY3bSIMHU.

Bospact ot 7 no 8 net

B UHrepHere pebeHOK cCTapaeTcsi MOCETHTh Te WIM WHbIe CAWThl, @ BO3MOXKHO M UaThl,
paspellieHre Ha ToceljeHre KOTOPBIX OH He TOoMy4yusa Obl oT poguteneid. [TosToMy poauTesnsim
0co0eHHO TIO/Me3Hbl OyAyT Te OT4YeTbl, KOTOpbIe TMPeJOCTAB/SIOTCS TPOrpaMMaMu  TI0
OTPaHUYEHUIO UCMOJb30BaHusi VIHTepHeTa, T.e. PoiuTenbCKuil KOHTPOJIb WM TO, YTO BBI
CMO’KeTe YBUZIeTh BO BpeMeHHbIX (haiiyiax. B pe3ynbrare, y pebeHKa He OyZieT OIIyLeHus], UTO 3a
HUM BeJIeTCsl TOCTOSTHHBIM KOHTPOJIb, OJJHAKO, POAWTENH OyAyT TO-TIpeXKHeMY 3HaTb, KaKue
CalThI MoceriaeT ux pebdeHok. /leTw B JaHHOM Bo3pacTe 00/1a/lal0T CU/IBHBIM YYBCTBOM CEMBH,
OHHU JIOBEDUMBBI U He COMHEBAIOTCS B aBTOopuTeTaX. OHU /OOST WUrpaTh B CeTeBble WUIPhI U
MyTellecTBOBaTh 10 MHTepHeTY, MCI0/Ib3ysl IeKTPOHHYIO TMOUTY, 3aXOAUTh Ha CalThl U YarThl,
He peKOMeH/IOBaHHbIEe POJIUTEISMU.

CoBeTnl 110 6€30MMaCHOCTH B ceTH VIHTepHeT [is fetelt 7 - 8 jiet

1. Co3paiiTe CIUCOK [JOMAIIIHUX TMPaBUJI TIoCelieHus: ViIHTepHeTa TIpU y4acTyu JieTel u TpedyiiTe
€r0 BBITTOTHEHHSI.

2. Tpebyiite ot Baiiero peberka cobmoieHrst BpeMeHHBIX HOPM HaXO0KIeHUsI 3a KOMITbIOTEPOM.
[MTokaxuTe pebeHKy, uTo Bbl Hab/mozaeTe 3a HUM He TOTOMY 4YTO BaM 3TO X0deTcs, a MOTOMY
yto Bbl GecriokouTech 0 ero 6€30MacHOCTH U BCer/ia TOTOBBI eMy TTOMOUYb.

3. KommbroTep c mogkmoueHreM K VIHTepHeTy /10/DKeH HaxXOAWTHCS B 0OIIell KOMHaTe TO[
TIPUCMOTPOM PO/IUTeNeM.

4. Vicnosnb3yurTe crieldajbHble 1eTCKUe MOUCKOBbIE MAlllWHBI.

5. Wcnonw3yiite cpejcTBa OJIOKUPOBAHUSI He)KesaTeJIbHOTO KOHTeHTAa KaK /IOTIOJIHeHWe K
cTaHAapTHOMY PouTenbcKoMy KOHTPOJIIO.

6. Co3paliTe ceMeMHbIN 3/IEKTPOHHBIN SIIUK, YTOOBI He TI03BOJIUTE AETAM WUMeTh COOCTBEHHBIE
azpeca.

7. BnokupyiTe fAocTynm K caliTaM C OecrylaTHBIMU TIOYTOBBIMHU SIIIMKAMH C TIOMOILBIO
COOTBETCTBYIOIIIEr0 IMPOrpaMMHOT0 00ecreueHusl.

8. IlpuyunTe meTeii coBeToBaThCs ¢ Bamu mepes omnybauMKoBaHHEM Kakou-mrbo mHbopMaiym
CpeJCTBaMU 3/IeKTPOHHOM TMOUTHI, YaTOB, PErMCTPALMOHHBIX (opM U ripodurieit.

9. HayuuTe fmeTeit He 3arpy»KaTh (ai/ibl, TPOrpaMMbI WK MY3bIKy 0e3 Balllero COT/IacHsl.

10. He paspertmaiiTe feTsiM UCII0/Ib30BaTh CAY>XKObI MTHOBEHHOTO 0OMeHa COOOIIeHUSIMU.

11. B "Gesnblii" CIMCOK CAMTOB, pa3pelleHHBIX [/ TIOCEI[eHHs, BHOCUTE TOJbKO CAMTHI C
XOpOLLIEeH peryTaLyen.

12. He 3a0nbiBaiiTe GecezioBath C AeTbMH 00 UX Jpy3bsixX B VIHTepHeTe, KaK eC/iv Obl peub IIia 0
JIPY3bsiX B PeaibHOU JKU3HHU.

13. He penaiite "Taby" u3 BOMPOCOB I0JIOBOM KU3HH, TaK Kak B MIHTepHeTe /€T MOTYT JIETKO
HaTKHYTbCS Ha TOPHOTPa(UI0 UM CalThl "7J1s1 B3POC/IbIX .

14. Tlpuyunute Bamero pebeHka coobijaTh BaM 0O HOOBIX yrpo3axX WM TPEBOTax, CBSI3aHHBIX C
Wntepuerom. OcTaBaiiTech CIIOKOMHBIMUA M HAallOMHWTE [I€TSM, YTO OHH B 0€30racHOCTH, eciv
camMM pacckKasaqu BaM O CBOMX TpeBorax. IloxBanuTe uX W MOCOBETYHTe IMOJOWTH elle pa3 B
MOZOOHBIX CTydasix.

Bo3spacrt geteii ot 9 1o 12 net

B naHHOM Bo3pacTe [eTH, Kak IIpaBW/IO, y)Ke HacC/blllaHbl O TOM, Kakas HWH(opMarus
cyujectByeT B MHTepHeTe. CoBepIllleHHO HOPMaJbHO, YTO OHH XOTSIT 3TO YBH[ETb, NPOYECTb,
yc/ibliaTe. I1Ipy 3TOM HY)KHO TOMHUTh, UTO AOCTYIl K HeXXejlaTeJIbHBIM MaTepuasaM MOKHO
7ierko 3ab710KMpOBaTh MPH MOMOIIY CpeACcTB PonuTeIbcKOro KOHTPOJIS.



CoBeTnl 110 6Oe30MacHOCTH 1 geTeli oT 9 fio 12 et

1. Co3paiiTe CrIMCOK JOMALTHUX TIPaBUI MocelneHus VIHTepHeT Mpy yyacTuu fieTeld U TpeOyiiTe
€ro BbIITOJTHEHHSI.

2. Tpebyiire ot Barero pebeHka cob/01eHUsI HOPM HaXO0KEHUS 38 KOMITBIOTEPOM.

3. HabmopaiiTe 3a pebeHKOM Ipu paboTe 3a KOMIBIOTEPOM, TIOKKHATE €My, uTo Bbl
OecriokouTech 0 ero 6e30MacHOCTH U BCeT/ja TOTOBBI 0Ka3aTh eMy MOMOILIIb.

4. KowmrisloTep C TOAK/IOUeHHeM B VIHTepHeT [o/DKeH HaxOoJUThCs B 00IIell KOMHaTe II0f
TIPUCMOTPOM POZUTENIeN.

5. Ucnonw3yiite cpejcTBa OJIOKUPOBAHUSI He)KesaTe/JIbHOTO KOHTeHTAa KakK JIOTIOJIHeHWe K
cTaHZapTHOMY PouTenbCcKoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe MpUHHUMAaTh HEINOCPeJCTBEHHOE yuacTHe B >KU3HU pebeHKa, OeceqoBaTh C
neTbMH 00 MX Ipy3bsiX B VIHTepHeTe.

7. HacrauBaiiTe, uTOOBI /IeTH HUKOTJA He COIJIAIIaMCh Ha JIMUHbIe BCTPEUU C JIPY3bSIMU TIO
NurepHery.

8. Tlo3BosisifiTe [eTIM 3aXOAWTH TOJBKO Ha CaMThl U3 "Oeyoro" crmcka, KOTOPBIM cCoO37aiiTe
BMeCTe C HUMH.

9. [lpuyuuTe fneTeli HUKOIJa He BblJaBaTh JIMUYHYIO MH(POpPMALMIO Cpe/CTBaMH 3/1eKTPOHHOU
TIOYTHI, YaTOB, CUCTEM MTHOBEHHOTO 0OMeHa COOOIIeHUsMH, PerrCTPariiOHHBIX (HOPM, JTUUHBIX
ripoduiei v Mpy pervcTpaluy Ha KOHKYpChl B IHTepHeTe.

10. Tlpuyuure geteli He 3arpykaTh rporpammbl 6e3 Barrero paspermienusi. OObSCHUTE UM, UTO
OHM MOTYT C/Ay4yallHO 3arpy3uTb BHUDYCbl WM [Jpyroe He)KejaTelbHOE TIPOrpaMMHOe
obecrieueHue.

11. Co3pgatiTe BamieMy pe6eHKY OrpaHUUEHHYIO YUETHYIO 3aMKCh [jisi pab0Thl Ha KOMIIBIOTEDE.
12. TIpuyuute Bamero pebeHka coo0OImaTh BaM O JIOObIX yrpo3ax WM TPeBOTax, CBSI3aHHBIX C
WutepHeroM. HarmomMHuTE /1eTsiM, UTO OHM B 0€30T1aCHOCTH, €C/IM CaMH paccKasald BaM O CBOUX
TpeBOrax M OraceHusIX.

13. PacckaxkuTe fieTsim o nopHorpacduu B IHTepHeTe.

14. HacrauBaiiTe Ha TOM, UTOOBI I€TH TIPEJOCTAB/ISTA BaM AOCTYTI K CBOel 3/IeKTPOHHOM TIouTe,
4yTOOBI BbI YOEIUTUCh, UTO OHU He OOIIA0TCSI C He3HaKOMI]aMHU.

15. OOBsicHUTe [eTSM, UTO HeJ/b3sl WCTO/Ib30BaTh CeThb /ISl XyJ/UTAaHCTBA, PacpOCTPaHEHUS
CIUIeTeH WX yTpo3.

Bospact perent ot 13 o 17 et

B »sTOoM BO3pacTe MNOAPOCTKM AaKTHUBHO WCIIO/b3YIOT TIOMCKOBbIE MAalIUHbI, TOIb3yHOTCS
3/IEKTPOHHOM TIOUTOM, C/Ty>)KOaMl MTHOBEHHOTO OOMeHa COOOI[eHHSIMH, CKauWBalOT MY3bIKY U
¢bwibMbl. ManbuMkaM B 3TOM BoO3pacTe 0ojbllie 1O HpaBy CMeTaTh BCe OrpaHUUeHHs, OHU
YKaKAyT rpyboro 1oMopa, a3apTHBIX WUIp, KapTMHOK "Il B3pOC/BIX'". [JeBOUKH TIPeANOYUTAIOT
obmaTbcsi B uaTaX, IPU 3TOM OHU Tropasfio 0Oosiee YYBCTBUTENBHBI K CeKCyaJbHBIM
JoMoraTesibcTBaM B IHTepHeTe.

3auacTyro B JaHHOM BO3pacTe POJUTE/SIM y>Ke BeCbMa CJI0’KHO KOHTPOJIMPOBaTb CBOMX [ieTel,
Tak Kak 00 VIHTepHeTe OHM y)Ke 3HAIOT 3HAUMTeIbHO 0OJsibllle CBOMX poauTesieil. Tem He MeHee,
He OTIyCKaiiTe gereli B '"cBoOogHoe 1iaBaHWe" 110 VHrepHery. CrapaiiTech aKTHBHO
y4uacTBOBaTh B 00meHnr pebeHKa B VIHTepHeTe.

BakHo mo-mipe)kHemMy CTporo coOuojaTh TpaBuia VIHTepHeT-0e30MacHOCTU - COTJIallleHne
MeXAy poAuTeNnsiMu U AeTbMHU. Kpome TOro, HeoOXOJMMO KaK MOXKHO dallle MPOCMaTpPUBATh
OTYeTHI O JleATeNlbHOCTHU JleTeil B MIHTepHeTe. CreyeT oOpaTUTh BHMMaHHe Ha HeOOXOAMMOCTb
coZlepXKaHusi POJUTENbCKUX Maposen (raposied agMUHHUCTPAaTOPOB) B CTPOrOM CeKpeTe U
00paTUTb BHUMaHKe Ha CTPOTOCTb ITUX MapoJIei.

CogBeTbl 110 6€30M1aCHOCTH B 3TOM Bo3pacTe ot 13 g0 17 net

1. Co3paiiTe CIUCOK JOMAIIHMX MpaBW/ mocelleHyss VIHTepHeTa MpU y4acTUW TOJAPOCTKOB U
TpeOyiiTe 0Ge3yc/OBHOTO ero BbIMosHeHUs. OOroBopute ¢ peOEHKOM CIHMCOK 3arpereHHbIX
caitoB ("uepHbIi CrMcOK"), Yackl paboTbl B IHTepHETe, PYKOBOJCTBO II0 OOIEHHIO B
VHTepHeTe (B TOM unc/e B yaTax).

2. KomribtoTep ¢ Mofk/IoueHreM K ceTd MIHTepHeT 10/KeH HaXOAUThCs B 0011iell KOMHare.

3. He 3a0biBaiiTe GeceoBaTh C JeTbMH 00 UX Jpy3bsx B VIHTepHeTe, 0 TOM, ueM OHU 3aHSTHI
TakKuM o0Opa3oM, OyATO peub WJET O [PY3bsIX B peajbHOM >ku3HHU. CripalllMBaiiTe O JHOJSX, C



KOTOPBIMU JIeTH OOILal0TCsI TIOCPEeICTBOM CIYKO MTHOBEHHOr0 oOMeHa COOOIIeHUsMU, UTOOBI
yOeuTbCsl, UTO 3TH JTFOJU UM 3HAKOMBI.

4. Wcrnonb3yiTe cpencTtBa OOKMPOBaHUSI HeXXenaTelbHOTO KOHTEHTa KakK [IOTOJIHEeHWe K
CTaHAapTHOMY POAUTe/IbCKOMY KOHTPOJIIO.

5. Heobxo1M0 3HaTh, KAKUMH 4YaTaMU MO/b3yOTCS Baiu getu. IloompsifiTe MCToib30BaHHE
MO/IepypyeMbIX YaTOB M HacTauBakTe, 4TOOBI 16T He 00IIavCh B IPUBATHOM PEXHME.

6. HacrauBaiiTe Ha TOM, UTOOBI ZIeTH HUKOT[A He BCTPeYaluCh JIMYHO C APY3bsIMU U3 CEeTH
Nurepner.

7. Ilpuyuute feTeli He BbljaBaTh CBOO JIMUYHYIO UH(OPMALUIO CPeACTBAMU 3/IEKTPOHHOM MOUTHI,
YyaToB, CHUCT€M MTHOBEHHOTO oOOMeHa COOOIIeHUsIMY, PeruCTPalMOHHBIX (OpPM, JIUUHBIX
ripoduiei U Mpy pervcTpaluy Ha KOHKYpChl B IHTepHeTe.

8. IIpuyunTe meTelt He 3arpykaTb mporpammbl Oe3 Bamero pasperienus. OOBSICHUTE UM, UTO
OHM MOTYT C/Iy4yallHO 3arpy3uTb BHUDYCbl WM [Jpyroe He)KejaTelbHOe TIPOrpaMMHOE
obecrieueHue.

9. Tlpuyuute Bailero pebeHka coo0IaTe BaM O JFOOBIX yrpo3ax WM TpPeBOrax, CBSI3aHHBIX C
WntepHetom. HamomMHuTe feTsiM, yTO OHUM B 0€30MaCHOCTH, €C/T CaMH PacCKasai BaM, O CBOUX
yrpo3ax uau TpeBorax. [ToxBaiuTe WX U TIOCOBeTYWTe TIOZONTH ellle pa3 B MoJ00HBIX CyYasix.
10. Pacckaxkute feTsiM o mopHorpaduu B MHrepHeTe. [TomMorute UM 3allfUTUTBCS OT CraMma.
Hayuute mospocTKoB He BblaBaTh B VIHTepHeTe CBOero peajiHOIO 3/IEKTPOHHOIO ajpeca, He
OTBeYaTh Ha HeXKeslaTesbHbIe MMMCbMa 1 UCI0/1b30BaTh CIielja/ibHble TOUTOBbIe (PUILTPHI.

11. TIIpuyunTe cebst 3HAKOMUTBCS C CaliTaMH, KOTOPbIE ITOCEIIA0T MOAPOCTKH.

12. Hayuute feteli yBakaTb ADYrMX B WHTepHeTe. Y0eauTech, UTO OHM 3HAIOT O TOM, UTO
TpaBUJIa XOPOLIero rnoBefieHus JelCTBYIOT Be3/ie - ake B BUPTyalbHOM MUPE.

13. OOBsicHUTE [eTSIM, UTO HU B KOEM Cjydae Hesb3sl MCII0/b30BaTh CeThb /i1 XY/JIMTaHCTBa,
pacrpoCTpaHeHusl CIVIETeH WIN YIPO3 JPYTUM JIFO/SM.

14. Ob6cyauTe € MOAPOCTKaMH TPOOIEMBbI CETeBBIX a3apTHBIX WP W MX BO3MOXKHBIA DHCK.
HariomHuTe, 4TO ZI€TH HE MOT'YT UrpaTh B 3TU UTPhI COIJIACHO 3aKOHY.

[TocTOSTHHO KOHTPOJIMPYHTe HCIo/b30BaHue ViHTepHeTa Baumim peberkom! OTo He HapyleHue
€ro JMYHOTO MPOCTPAHCTBA, @ Mepa MPeJoCTOPOXKHOCTU U MposiBieHre Baileli poauTenbCKou
OTBETCTBEHHOCTH U 3a00THI.



